[MpunoxeHue N 2. MHdopmaumoHHaa namaTka angd
oby4arLwmxcsa onsg pasmeLleHmna Ha opumumanbHbIX
NHTEpPHeT-pecypcax

MpunoxeHune N 2
C KakabIM roqoM MOSI0OEXN B MHTEPHETE CTaHOBMUTCA Borblue, a WKONbHUKA OOHU U3 CaMblX
aKTUBHbIX Nofnb3oBaTtenen PyHeTa. Mexay TeM, MOMUMO OrpPOMHOIO KOfin4yecTBa BO3MOXHOCTEWN,
WHTEPHET HeceT 1 Npobnembl. 3Ta NnaMaTka AosmkHa NomoYdb Tebe 6e30nacHO HaXOAUTLCH B CETMU.
KomnbloTepHble BUPYCbI
KoMnbloTepHbI BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHbBIX NPOrpamMm, OTAINYNTENBHON
0COBEHHOCTbIO KOTOPOW ABNAETCA CNOCOBHOCTL K pa3MHOXEHUIO. B gononHeHne k aToMy, BUPYCbI
MOTYT NOBPEANTb UMM NOSTHOCTLIO YHUYTOXUTL BCe (halinbl U AaHHble, MOAKOHTPOSIbHbIE
nonb3oBaTento, 0T UMEHM KOTOPOro Gbina 3anylieHa 3apaKeHHas NporpaMmma, a Takke NoBpeauTb
UNn gaxe YHUYTOXMNTb ONepaLoHHY0 CUCTEMY CO BCeMM hannamm B uenom. B 6onblunHcTBE
CriydaeB pacnpoCTpaHATCA BUPYChl YEPEe3 UHTEPHET.
MeToabl 3alnTbl OT BPe4OHOCHbLIX NpOorpamMm:
1. icnonb3yi coBpeMeHHble ornepaunoHHble CUCTEMbI, UMEIoLIME Cepbe3HbI YPOBEHDb 3alUnNTbl OT
BPEAOHOCHbLIX Nporpamm;
2. lNocTosiHHO ycTaHaBnmMBamn navyTu (LM@poBbie 3annaTki, KOTopble aBTOMaTUYECKU
yCTaHaBMNMBAKTCA C Lienbko AopaboTku nporpaMmmbl) U Apyrne obHOBMEHMS CBOEN onepaLMOHHON
cuctembl. CkadmBam nx TONbKO ¢ odhmumansHoro canta paspabotumka OC. Ecnum cywectsyeT
pEXNM aBTOMaTU4ECKOro OBHOBIEHMS, BKITHOUM ETO;
3. PaboTan Ha cBOeEM KOMMbLIOTEPE NMOA NpaBamMu Nosfib3oBaTenNs, a He agMUHUCTpaTopa. ATo He
Nno3BoNUT B6OMNbLUNMHCTBY BPEAOHOCHbLIX MPOrpaMmM MHCTaNNIMpoBaTbCs HA TBOEM NEPCOHANLHOM
KOMMblOTEPE;
4. Ncnonb3yn aHTUBUPYCHbIE MPOrpaMMHbIE NPOOYKTLI N3BECTHLIX NPOU3BOANTENEN, C
aBTOMaTu4eckum obHoBneHnem 6as;
5. OrpaHunyb U3n4ecknii 4OCTYN K KOMMbITEPY ANsi NOCTOPOHHUX MWL
6. Ncnonb3yn BHeLLHWe HocUTenu nHopmarmm, Takme Kak doneLuka, ANCK unu dann us
WHTEpPHETA, TONbKO N3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBan KOMNbIOTEPHbIE hansibl, NOMyYEHHbIE U3 HEHAAEXHbIX UCTOYHUKOB. [laxe Te
hannbl, KOTOpblE NpUcnan TBOW 3HAaKOMbIN. Jlyylle yTOUYHW y HEro, OTAPaBnsAn fv OH Tebe ux.
Cetn WI-FI
Wi-Fi - 370 He BnA nepefayun gaHHbIX, HE TEXHOMNOrMS, a BCEro nuwb 6peHa, mapka. Ewe B 1991
rogy HMaepnaHackas komnaHus sapernctpuposana openHg "WECA", yto o60o3Ha4vano
cnosocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoauTcs Kak "6ecnpoBogHas TOYHOCTL".
o Hawero BpemeHn gowuna agpyras abbpesmaTypa, KoTopasi ABNAETCA TaKOW XXe TEXHOMOIMEN.
3710 abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObIfO AaHO C HAMEKOM Ha CTaHAapT BbiCLUEN
3BYKOBOM TexHUKu Hi-Fi, 4To B nepeBoge 03HayaeT "BblCOKas TOYHOCTL".
Ha, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTENAX M adponopTax ABNAETCA OTIIMYHON
BO3MOXHOCTbIO BbIXOAa B UHTEPHET. HO MHOIMe aKCnepTbl cUMTaloT, YTo obienocTynHble Wi-Fi
ceTun He aBnsATCA 6esonacHbIMU.
CoBeTbl No 6e3onacHocTM paboThl B 06LenocTynHbix ceTax Wi-fi:



1. He nepepgasan cBoo nu4yHyto nHdopmaumo yepes obwenoctynHole Wi-Fi cetn. PaboTas B HUX,
XenatenbHO He BBOAMTL NMaponm AOCTYNa, NOrMHbI U Kakne-To HOMepa;

2. Vicnonb3yn n o6HOBNAM aHTMBUPYCHLIE NporpaMmmbl 1 6paHamayep. Tem caMmbiM Thbl
obesonacuwb cebsi OT 3aKa4yku BUpyca Ha TBOE YCTPOWUCTBO;

3. Mpwn ncnonesoBannn Wi-Fi oTknoumn doyHkumio "O6Wwmin gocTyn K dpanam n npuHtepam”.
HaHHas yHKUUSA 3aKpbiTa MO YMOMYaHMIO, OAHAKO HEKOTOPLIE NONb30BaTENM aKTUBMPYIOT ee Ans
yaobcTBa Ucnonb3oBaHusa B pabote munm y4yebe;

4. He ncnonbayn nyonuynbii WI-FI ons nepegaym nnyHbIX 4aHHbIX, HANpUMep A5 Bbixoda B
coumanbHble CETU UMK B 3MEKTPOHHYIO MOYTY;

5. Micnonb3yi Tonbko 3awmiieHHoe coeamHeHune Yepe3 HTTPS, a He HTTP, 1.e. npu Habope Be6-
agpeca BBoAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTknioum dyHkumio "TogkntoveHue k Wi-Fi aBTomatnyeckun”. He
Aonyckan aBTOMaTMYecKoro NoAKMYeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.
CoumnanbHble ceTn

CounanbHble CeTU aKTUBHO BXOAAT B HALLY XXM3Hb, MHOTME NOAM paboTaloT 1 XUBYT Tam
NnocTosiHHO, a B Facebook yxxe 3apernctpuposaH munnmnapg 4enoBek, YTo ABNAeTCs OAHOMN
ceabMou BCcex xutenen nnaHetol. MHOrMe nonb3oBaTenn He NOHUMALOT, YTO MHopmaLms,
pa3sMelleHHasi MMM B COUMaribHbIX CETAX, MOXeT ObiTb HangeHa 1 NCnonb3oBaHa KEM YrogHo, B
TOM 4mcne He 0b6s13aTenbHO ¢ 6rarMMmM HaMepeHUsIMM.

OcHOBHble cOBEThI N0 6€30MacHOCTM B CoLMarnbHbIX CETAX:

1. OrpaHnyb cnncok apysen. Y 1ebs B Apy3bsaX HE AOIMKHO ObITb CryvarHbIX U HE3HAKOMbIX
noaen;

2. 3awmuan cBOK YacTHYHO XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOero
POXAEHUS N OPYTYIO NMNYHYO MHGOPMaLMIO. 3NOYyMbILLSIEHHMKM MOTYT UCMOSb30BaTh AaXe
MHOPMAaLNIO O TOM, KaK Tbl 1 TBOM POAUTENM NIAaHMPYETE NPOBECTU KAHWUKYIbI;

3. 3awumuian cBot penyTauumio - AepXn ee B YACTOTe U 3adaBali cebe Bonpoc: xoTten Obl Thl,
4YTOObI Apyrue nonb3oBaTenn BUAENN, YTO Tbl 3arpyxaelwb? Mogyman, npexage 4Yem 4Yto-To
onybnukoBaTb, HanucaTb U 3arpy3nThb;

4. Ecnu Tbl FOBOPULLIb C NIOAbMW, KOTOPbIX HE 3Haellb, He UCMOJb3Y CBOE pearibHOe UMS U
APYTY0 NMUYHYO MHAOPMaUUK: UMS, MECTO XUTENbCTBA, MECTO y4elbl 1 NpoYee;

5. N3beran pasmelneHus dpotorpaduin B IHTepHeTe, rae Tbl M306paXKeH Ha MEeCTHOCTU, No
KOTOPOW MOXHO OnpeaennTb TBOE MECTOMONOXEHNE;

6. MNpwn perncTpauum B coumnanbHOM CeETU HEOOXOANMO UCMOSIb30BaTb CIIOXHbLIE NapPOsN,
cocToswme n3 6ykB U LUMp 1 C KONNMYECTBOM 3HAKOB HEe MeHee 8;

7. Ons coumanbHOM CeTH, NOYThbl U APYIMX CalTOB HEOOXOOUMO MCMONbL30BaTh pasHbie Naposnu.
Torga ecnu Tebs B3NOMaroT, TO 3M0YMbILLUNEHHMKM NoSTydaT OCTYN TONbKO K OAHOMY MECTY, a He
BO BCe cpaasy.

OneKTpPOHHbIe AeHbIv

OneKTPOHHbIE AEHbIM - 3TO OYeHb YOOOHbIN cnocob nnaTexen, 0gHaKO CyLLECTBYHOT MOLUEHHUKM,
KOTOpble XOTAT NONYYNTb 3TN AEHbIN.

OneKTPOHHbIE AeHbIM MNOSIBUNNCL COBCEM HEQABHO M MMEHHO MU3-3a 3TOr0 BO MHOTMX
rocygapcTtBax 4o CMX MOp He NPOonMcaHo NPo HMX B 3aKOHAaX.

B Poccun e oHM OyHKLMOHUPYHOT M O HUX YKe MPONUcaHo B 3aKOoHe, rae UX pasaensioT Ha
HECKONbKO BMAOB - aHOHUMHbIE U HE aHOHUMHBbIe. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpbIX paspellaeTcsa NpoBoauTb onepaumm 6e3 naeHTudukaumm nonb3osaTens, a B
HeaHOHUMHbIX naeHTUdMKauus nonb3oBaTtens siBnsieTcs obs3aTenLHON.



Takke cnefyet pasnuyaTb ANEKTPOHHbIE (praTHble AeHbrM (paBHbl rOCYAapCTBEHHbLIM BanoTam) u
3NEKTPOHHbIE HebMaTHbIe AeHbr (He paBHbI FOCYAapCTBEHHbIM BastoTam).

OcHoBHble coBeThbl No 6Ge3onacHon paboTe ¢ 3NeKTPOHHbIMU AEHbramu:

1. MpuBsXKM K cHETY MOBUNBHLIN TenedoH. ATo caMbii YAOOHLIN 1 ObICTPLIN CNOcob
BOCCTAHOBUTL JOCTYN K cHeTy. [puBsi3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBON
nnaTexHbl Naposib UK 3anellb Ha canT C HE3HAKOMOrO YCTPOWNCTBA;

2. Vicnonb3yn ogHopa3soBble naponu. lNocne nepexoda Ha yCUNEHHYO aBTopm3aumto Tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KpaXkn Unn nepexasata niaTeXXHOro naponsi;

3. Bbibepwu crnioxHbin naponb. [NpecTynHukam 6yaeT He NPOCTO yragaTtb CrOXHbIN Naporb.
HagexHble naponu - 3To Naposnn, KOTopble coaepXaT He MeHee 8 3HaKOB W BKMOYaloT B cebs
CTPOYHbIE M MPOMNUCHbIE BYKBbI, LMAPLI N HECKONBKO CMMBOJIOB, TaKME Kak 3HaK gonnapa, yHTa,
BOCKNMUAaTENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAN CBOW NNYHbIE AAHHLIE HA canTaX, KOTOPbIM HE AOBeEpSieLlb.

OneKTpOHHaA no4Ta

OneKTpoHHas Nno4Ta - 3TO TEXHONOIMSA 1 NPeaoCTaBNsSIEMbIE €10 YCIYTM MO NEePECHISIKE U
NOJTYYEHMIO 3NEKTPOHHBLIX COOBLLIEHMIA, KOTOPbIE pPacnpeaensitoTCs B KOMMNbIOTEPHON CETHU.
OObIYHO 3NEKTPOHHLIN NOYTOBLIN AWK BbIFMAAUT crieayowmm obpasom:
UMS_MNonb3oBaTeNna@ums_aomeHa. Takke Kpome nepegayvm NpocToro TeKCcTa, UMeeTcs
BO3MOXHOCTb nepefasatb hansnbl.

OcHoBHble coBeThbl No 6e3onacHom paboTe ¢ 3NEKTPOHHOM NOYTOMN:

1. Hago BbibpaTh NpaBusibHbIV MOYTOBLIA CEPBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, OOHAKO Jy4lle OBEPSATbL TEM, KOrO 3HaeLlb U KTO NEPBbLIA B
peunTuHre;

2. He ykasbiBali B NIMYHOM NOYTE JINYHYO MHGOpMauuio. Hanpumep, nydiie Bbibpathb
"My3blkanbHbl_haHat@" nnu "pok2013" BmecTo "temal3";

3. Ncnonb3yn gByxaTanHyo aBTopm3aumto. OTo Korga noMMmMo naposis HY)KHO BBOOUTb Koz,
npucbinaemsin no SMS;

4. Bbibepu CnoxHbI naponb. [ns Kaxgoro noYToBOro silukKa A0MKeH ObiTb CBON HAOEeXHbIN,
YCTOMYMBLIN K B3SIOMY Naporsib;

5. Ecnin ecTb BO3MOXHOCTb HanMcaTb CamoMy CBOM fINYHbIA BONPOC, UCMOMb3YyN 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HECKOSbKO MOYTOBLIX ALWMKOB. [1epBbI Ans1 YaCTHOW Nepennckn ¢ agpecaTtamu,
KOTOPbIM Thbl [OBEPSiELlb. ATO 3fIEKTPOHHbLIM aapec He Haao NCMNoNb3oBaTb NPU perncTpauun Ha
dopymax u cantax;

7. He oTkpbiBan channbl 1 Apyrue BroOXeHUs B NMMCbMax, AaXe eCrv OHWU NPULLNKM OT TBOMX
Apy3en. Jlydlie yToYHU Y HUX, OTNPaBNsANn Nn oHn Tebe 3Tn dannbl;

8. Nocne okoH4YaHMs paboTbl HAa NOYTOBOM CEpPBMUCE Nepen 3aKkpbiTUEM BKITAAKWU C CAUTOM He
3abygb HaxaTtb Ha "Beintn".

KnbepOynnuHr nnu BuptTyanbHoe msgeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHme coobLEHMAMN, COAEPXKALLMMIN OCKOpONeHus, arpeccuto,
3anyrvBaHune; XynmraHcTBo; coumarnbHoe BONKOTUPOBAHNE C MOMOLLIbIO Pa3fMYHbIX UHTEPHET-
CepBU1COB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynIMHrom:

1. He 6pocaiica B 601. Jlyuwmin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, eCNK HET TOro, K KoMy
MOXHO 0B6paTUTLCS, TO BHa4Yane ycnokomTtbesi. Ecnm Tbl Ha4YHeLWb OTBeYaTb OCKOPONEeHNAMIN Ha
0CKOpOMeHMs1, TO TONbKO elle bonblue pasoxekellb KOHMINKT;



2. YnpaBnsu ceoen knbeppenytaunen;

3. AHOHMMHOCTb B CeTU MHUMas. CyLLeCTBYIOT CNOCOObI BLIACHUTb, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;

4. He cTOMT BECTU XYNUraHCKNIA 00pa3 BUPTyarbHOW XU3HWU. IHTepHET oMKcMpyeT BCce TBOU
OEVICTBUSI U COXPAHSET MX. YAanuTb ux OyaeT KpaHe 3aTPYAHUTENbHO;

5. Cobniogan cBowo BUPTYarnbHY YECTb CMOSIOAY;

6. NIrHopmpyn eauHnYHbIN HeraTtne. OgHopa3oBble 0cKopbuTenbHble COOOLLEHNS Ny4lle
urHopmpoBaTb. OBbI4YHO arpeccusi NpeKkpaLlaeTcs Ha HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbLIMU COOOLLIEHMUSIMU, B COLIMATbHbBIX CETSX
€CTb BO3MOXHOCTb B6JTOKMPOBKM OTMPaBKM COOBLLIEHMIA C ONpeaerneHHbIX aapecoB;

8. Ecnu Tbl cBnaeTenb knbepobynnuHra. TBom AeNCTBUS: BbICTYNUTL NMPOTUB NpecneaoBaTerns,
nokasaTb emy, YTO ero AeNCTBUSI OLIEHMBAIOTCS HEraTUBHO, NoaaepXaTb XKepTBY, KOTOPOW HyXXHa
NcrXosnornyeckasi MoMoLLb, COOOLWMTb B3POCHbIM O dakTe arpeCCUBHOIO NOBEAEHUSA B CETMU.
Mo6unbHbIV TenedoH

CoBpeMeHHble CMapTGOHbI 1 MNaHWeThl cogepXat B cebe BnonHe B3pocnbi pyHKUMOHan, 1
Tenepb OHWM MOTYT KOHKYpMpOBaTb CO CTauMOHapHbIMK KoMmnbloTepamn. OgHako, cpeacTB 3alUmThl
AN Nogo6HbIX YCTPOMCTB Noka 04eHb Mano. TecTMpoBaHMe U MOUCK YSI3BUMOCTEN B HUX
NPOUCXOANT HE Tak MHTEHCUBHO, kak ans K, To ke camoe kacaeTcs U MOOMITbHBIX NPUIOXKEHNIA.
CoBpeMeHHble MOBUITbHbIE Bpay3epbl yXKe NpakTU4eCKM LOrHanM HacToNbHbIE aHanoru, OgHaKko
pacwmnpeHne dyHKLMOHana BneYveT 3a cobor 60nbLUyHo CNIOXHOCTb U MEHbLLYIO 3aLLMLLEHHOCTD.
[aneko He Bce Npon3BOANTENN BbINYCKaOT OOHOBMNEHWS, 3aKpbIBAOLLNE KPUTUHECKNE YS3BMMOCTH
OS5 CBOUX YCTPOMCTB.

OcHoBHble coBeThbl Ansi 6e30nacHOCTM MOBUNBHOro TenedoHa:

Hwnuero He sBnsieTca no-Hactosiwemy 6ecnnaTHbeiM. Byab ocTopoxeH, Beab korga Tebe
npeanaratT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NiaTHble YCNyru;
Hymaii, npexae yem otnpaBuTb SMS, ¢poTo nnn Buaeo. Tobl TOYHO 3HaeLWb, rae oHM OyayT B
KOHeYHOM uTore?

Heobxooumo 0OHOBNSATL ONepaLnoHHYI0 CUCTEMY TBOEro cMapTdoHa;

Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl 4511 MOOUIbHBIX TeNedOoHOB;

He 3arpyxaw npMnoXxeHust oT HEM3BECTHOIO UCTOYHMKA, BeAb OHWM MOTYT COAEpPXaTb BPEAOHOCHOEe
nporpamMmmHoe obecneveHune;

Mocne Toro Kak Thl BbINAELb C CanTa, rae BBOAWUI JIMYHYIO MHOPpMaLMo, 3anan B HACTPONKK
Gpaysepa 1 yaanu cookies;

Mepuoanyeckn NpoBepsin, Kakne nnaTHble yCryrn akTMBMPOBaHbI HA TBOEM HOMEPE;

HaBali cBol HoMep MOBUNbHOro TenedoHa TOMbKO NIAAM, KOTOPbLIX Thbl 3HAELb U KOMY
AoBepsiellb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Thl UM He Nonb3yelbcs. He 3abbiBan nHorga
npoBepsTb 3TO.

Online nrpbl

CoBpeMeHHble OHNaNH-Urpbl - 3TO KPaCcoYHble, 3axXBaThiBalOLWMe pa3BnevyeHusi, oobeanHsowme
COTHM ThICAY YerIoBeK Mo BceMy MUpY. Mrpokn nccneaytoT AaHHbIA UM MUp, obLuatoTes Apyr ¢
APYrom, BbIMOMHSAIOT 3ag4aHusl, cpaXkarTcsl C MOHCTPaMK U NOSy4atoT OnbIT. 3a YA0BONbCTBUE OHU
nnaTaAT: NOKynatT AMCK, ONnaynBatoT aboHEMEHT Ui NpuobpeTatoT Kakme-To Onumm.

Bce atn cpencTtea nayT Ha nogaep:kaHue u pasBuTUE UMPbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CMCTEMbI aBTOPM3aLIMN, BbIMyCKaKTCA HOBble NaT4yM (LMdpoBbie 3annaTku
AN NporpamMm), 3aKkpblBalOTCs YsI3BUMOCTU CEPBEPOB.



B nogo6HbIX urpax CTouT onacaTbCsl He CTOMNbKO CBOMX CONEPHUKOB, CKOJTbKO KpaXku TBOEro
napons, Ha KOTOPOM OCHOBaHa cucTema aBTopusauun 60MbLIMHCTBA UrpP.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOEro UFPOBOrO akKkayHTa:

1. Ecnu gpyron nrpok BegeT cebs nnoxo unm cosgaet tebe HeNpUATHOCTH, 3abNoKNpyn ero B
CMM1CKe NrPOKOB;

2. MNMoxanynca agMUMHUCTpaTopam Urpbl Ha Nroxoe NnoBedeHne 3TOro Urpoka, XxenatensHo
NPUMNOXMWTb KakMe-TO oKasaTenbCTBa B BUAEe CKPUHOB;

3. He ykasbiBal nu4Hyto MHGOpMauuio B npodanne urpsbl;

4. YBaxaln gpyrux y4acTHMKOB MO Urpe;

5. He ycTtaHaBnvBam HeodmumanbHble naTium n MOAbl;

6. Vcnonb3ymn CrnoXxHble 1 pasHble naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTUBMPYC. MNoka Tbl UrpaeLlb, TBOM KOMMbIOTEP
MOryT 3apasnThb.

DULLIMHT UMK KpaXa NUYHbIX AaHHbIX

OO6bIuHOW KpaXel AeHer N AOKYMEHTOB CErogHs yXXe HMKOro He yaAuBMLLb, HO C pa3BuUTMEM
WHTEPHET-TEXHOMNOIMI 3MOYMbILLIIEHHVKN NePeMECTUNNCE B UHTEPHET, U NPOAOIDKAIOT
3aHMMaTbcsa "NoUMBIM" OESTOM.

Tak nosiBunack HoBas yrpo3a: UHTEPHET-MOLUEHHUYECTBA UMW (OULLNHT, IMaBHas Lenb KOTOPOoro
COCTOMUT B MOSyYeHUN KOHPUAeHUMaNbHbIX AaHHbIX NOfb3oBaTesien - NOrMHOB K naponen. Ha
aHrnuinckoMm ssbike phishing untaetca kak puwuHr (ot fishing - peibHasa nosns, password -
naponb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLNHIOM:

1. Cneawm 3a cBoumM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTo TBOS aHKeTa Obina B3nomaxa, To
HeobxoaMmMo 3abnokMpoBaTh €€ U COOOLMTL agMUHUCTpaTOpam pecypca 06 3TOM Kak MOXHO
cKopee;

2. Ncnonb3yn 6e3onacHble Be6-caliTbl, B TOM YMCE, UHTEPHET-MarasmHoB Y MOUCKOBBLIX CUCTEM;
3. Vicnonb3yi crioxHble n pasHble naponu. Takum obpasom, ecnu Tebs B3fiomatoT, TO
3MT0YMBILLMEHHWKM NOMy4aT JOCTYN TOMbKO K OAHOMY TBOEMY NPOdUIo B CETU, @ HE KO BCEM,;
4. Ecnn Tebs B3nomanu, To HeobxoanmMo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpbIe
pobaBneHbl y Tebs B Apy3bsiX, O TOM, UTO Tebs B3anomanu U, BO3MOXHO, OT TBOEro MMeHn byaet
paccbinaTtbCs Cnam U CCbINKU Ha PULLHIOBBIE CalThl;

5. YcTaHoBM HagexHbin naponb (PIN) Ha MOBUnbHbIN TenedoH;

6. OTKnouN coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan channbl 1 Apyrue BroOXeHUs B NMMCbMax, AaXe eCrv OHWU NPULLNKM OT TBOMX
Apy3en. Jlydlie yTOYHU Y HUX, OTNPaBNsANM Nn oHn Tebe 3Tn dannbl.

LUuncdpoBas penytauus

Lindpoas penytauumsi - 3To HeraTMBHas U1 No3vTUBHasA nHGopmauums B cetu o Tebe.
KomnpomeTupytoLas nHgopmaums, pasMmeLleHHas B MHTEPHETE, MOXET cepbe3HbiM 06pa3om
0OTpasnTbCA Ha TBOEW peanbHOW Xun3Hu. "Lindposasa penytaumsa” - 3To TBOM MMUOXK, KOTOPbIN
dopmupyeTtcsa us nHgopmauum o Tede B MHTEPHETE.

TBOE MEeCTO XNUTenbCTBA, y4ebbl, TBOE (PMHAHCOBOE MONOXEHNE, 0COOEHHOCTM XapakTepa u
pacckasbl 0 6nmM3kux - Bce 3TO HaKannInMBaeTCcs B CETU.

MHorve nogpoCTKM NErKOMbICIEHHO OTHOCATCS K Ny6nukauumn nnyHom nHcopmMaumm B IHTEpHeTe,
He MOoHUMasi BO3MOXHbIX NOCcNeacTBMIi. Thbl AaXe HE CMOXELLUb AorafaTbCsl O TOM, UTO
doTorpadus, pasmelleHHasn 5 net Hasag, cTana NpMYnHOM OTKasa NpuHATb Tebst Ha paboTy.



KommeHTapuu, pasmelleHne TBoux potorpaduii n apyrne 4eNCTBUS MOTYT HE MCHE3HYTh Jaxe
nocre Toro, Kak Tbl UX yaanuib. Tbl HE 3HaELb, KTO COXpaHWi 3Ty MHGOPMaLMIo, nonana nin oHa
B MOMCKOBbIE CUCTEMbI U COXpaHWach N1 OHa, a rMaBHoE: YTO NogyMatoT O Tebe okpyxarLme
noau, KoTopble HAaNAYT 1 YBUAAT 3T0. HanTK MHopMaumnio MHOMO NeT CNYCTS1 CMOXET Jo0oMn -
KaK 13 4oOpbIX NOOYXOEHWUI, Tak U C HAMEPEHMUEM MPUYUHNUTL Bpea. OTO MOXeT ObITb KTO YrogHo.
OCHOBHbIe COBEThI NO 3aWMTE LMGPOBON penyTaLmm:

1. Mopyman, npexage Yem 4To-To Ny6nmkoBaTb U NepedaBaTb y cebsa B 6nore unm B coumanbHOn
cetu;

2. B HacTpownkax npoduns yCTaHOBM OrpaHMyYeHunst Ha NpoCMOTpP TBOEro npocmnsa u ero
coaepXnmoro, caenan ero Tonbko "gns apysen”;

3. He pasmeLuali 1 He ykasbiBar MHOPMaALMIO, KOTOpasi MOXKET KOro-rnimbo ockopbnsaTtb nnm
obmxaTtb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LLKOSTbHUKM - aKTUBHbIE NOfb30BaTeNn LnMgpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HAal0T, YTO MOJSIb30BaHNE MHOTMMU BO3MOXHOCTAMM LMPOBOro Mmpa TpebyeT
cobniogeHus NpaB Ha UHTENNEKTyanbHY0 COOCTBEHHOCTb.

TepMuH "MHTENNeKTyanbHass COOCTBEHHOCTbL" OTHOCUTCS K pa3fnnYHbIM TBOPEHUSIM YEITOBEYECKOTO
yMa, Ha4yMHas C HOBbIX N300peTEHMI U 3HAKOB, 0003HaYaLWmMX COBCTBEHHOCTL Ha NPOAYKTHI U
YCIyru, U 3aKkaH4MBas KHuramum, goTorpadmsamMmm, KWNHOUIbMaMn 1 My3blKarbHbIMU
NpPoun3BeAeHNSAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENJEKTyarbHY0 COOCTBEHHOCTb Ha NPOU3BEAEHUS HAYKM,
nuTepatypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTYNAOT B KAYECTBE rapaHTUK TOro, YTo
WHTENNEKTyanbHbIA/TBOPYECKUIA TPYA aBTopa He byaeT HanpacHbIM, acT eMy CripaBeasIMBbIe
BO3MOXHOCTM 3apaboTaTb Ha pe3yrnbTaTtax CBOEro Tpyaa, nony4mTb N3BECTHOCTb U NPU3HaHME.
HukTo 6e3 paspelleHns aBTopa He MOXET BOCNPON3BOANTbL €r0 NPOoM3BeAEHNE, PacnpoCTPaHATb,
ny6rMYHO OEeMOHCTPMpOBaTh, NpoaaBaTh, MMMOPTUPOBATL, NyckaTb B NPOKaT, Nyonmn4Ho
WCMNONHATb, MOKa3bIBaTb/MCMOMHATL B achmpe unu pasmvewatb B MHTepHeTe.

Mcnonb3oBaHue "nmpaTckoro” nporpaMMHOro obecrneyeHns MoXeT NPUBECTM K MHOTUM pUCKaM: OT
noTepu AaHHbIX K TBOUM akkayHTaM 0 GITIOKMPOBKM TBOErO YCTPOWCTBA, e yCTaHOBNEHA
HerneranbHas nporpammMa. He cTouT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnaTtHble
nporpamMmbl, KOTOpPbIE MOXHO HAaNTU B CETW.

O noprane

CeTeBMYOK.pd - TBOW MaBHbIN COBETUYUK B CETU. 34€Cb Thl MOXELLb Y3HaTb O 6€30NacHOCTM B
CETU MOHATHLIM N JOCTYMHbIM SA3bIKOM, @ NPU BO3HUKHOBEHWM KPUTUYECKOW CUTYaunmn obpaTtuTtbes
3a coBeTOM. A TaKkkKe NPUHSATb y4acThe B KOHKypcax U CTaTb CambiM LMGPOBLIM rpaXxgaaHnHOM!



